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NAREGI Aﬁtheﬂtica;tion'Sgﬁc'e Perspective.

NAREGI

-

- To develop CA and RA server software that supports grid
environment.

- To develop CA/RA policy and authentication service policy
satisfied with basic assurance level by GGF.

- To experiment the operation of PKI authentication service
(CA server software and CP/CPS) for UNICORE and
Globus grid environment.

~ To consider multi domain policy, and create an
authentication mechanism for such environment.

|
V

It was necessary for developing new CA software
to satisfy our functional and security requirement.




NAREGI Registration Sequéence

User site .
i L NAREGI site

End user Site Administrator (LRA)
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Certificate > Issue a
Request  [* E LicenselD
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4. Request to revoke a certificate =
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- 6. grid-mapfile generation
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] NAREGI CA faadmap & flifiction layer. —

. Development in

e I After 2005

I in 2004 - 2005

NAREGI AUTHENTICATION SERVICE

5




> RS -
{ NAREGI CA=server compgnents — _ —

NAREGI
LDAP Server \
¥ RA Server I

» Collaborate with Grid Service,
S/IMIME, Group ware and so on.
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NAREGI CA=.Ssecuregrid web Service perspective -

—| RA Server SAML Service Provider
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- R » XKMS XKMS (X-KISS) Account |
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N T e > AUNOMY | Atribute | policy
: ; P, Authority | pecision
Offline issue : Online i:,53ue and revocation Authentication Point
_________ T s T A ClUTE SS R
Issuing a certificate online via WEB ! : ‘" 2 - -
browser or WEB service | S T ; XACML
Also, offline issue using a smart card | -, "‘ Refer policy and access rights
or a USB token is provided. ) p st s
: R ]
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Strong authentication and 5 CPU Resource
encryption are provided by WS-
Security on using OBSA Grid RPC.
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= NAREGI CA=GCGD contents =

NAREGI

e CD contents
e README (Overview, install, etc..)
e LICENSE
e Release NOTE
e naregi-ca-1.0.tar.gz
e Source files
e CP/CPS, Administrator Guide, etc..
e naregi-project
e naregi_pre.pdf (about NAREGI)
e Wp5 pre.pdf (about NAREGI Work Package 5)




Appendlx Cryptograph 'Igorlthms -

»

NHBEGI

Available Cryptographic and Hash algorithms

RSA (with key generation)
Public key cryptography | DSA (with parameter generation)
Elliptic Curve DSA (with parameter generation)

DESHECB:CBC;ELB)
Symmetric cryptography | Triple-DES(ECB,CBC)
REABER/EBC)

MD2, MD5, SHA1

§EGL HMAC (Key hash)




NAREGI

Avalilable PKI files

ApTaendix.file'Floﬁnéts

X509 DER, PEM (*.cer,*.pem)

Certificate PKCS#7 DER ( *.p7b)
PKE@SH#12 DER-(Cpl2, Xpfd
PKCS#1 PEM (*.key,*.pem)
Private Key PKCS#8 DER (*.key,*.pem )
PKESHI2ZDERYSp12, *:pfHx
* *
CRL X509 DER, PEM (*.crl,*.pem)

PKCS#7 DER ( *.p7b )

Cross certificate pair

X509 DER, PEM (*.ccp,*.pem)

Certificate Signing Request

PKCS#10
DER, PEM (*.crl,*.pem)
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NAREGI

...................................................................................................
. .
. ce

Appendi;c grid-mapfile generation,_ -

- -

Generate a grid-mapfile from a
global mapfile and local users.csv

file.
g”‘injﬂ'e
. :
Grid node (7) : Generate a grid-mapfile that
» gridmapgen J ,,,,,, (6) http download ;ﬂ%ljléifSDal\:lrﬁfan:;Ir%a =

userscsy e (5) =
""""" : grid-mapfile
A LCMP
: L <

....................... 'S
g Issue or revoke
:  Create a file that defines a RA Server acertificate CA Server
(1);  licenselD and local account name K (4)
: | mapping. : :
)
k:j ’
R4
S Issue or revoke a
(2) ﬁ M = certificate. Input
------------------------- > / E |iC€I’]S€|D and SUbeCt DN
&%&) { [ :
Inform a ==

licenselD
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Appendix. NAREGI_Authentication Service

NHBGGI

NaReGI Auth.
Pollcy ~ \
Domain User JOB Request \
Proxy Other Auth. \
Policy
ey JOB Request Domains

Create

C eate
Resource
Resource Process ==j»

Delegate

Process

Validate

Collaboratic
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1, - ) /-
= NAREGI CA=roadmap_ P =
NAREGI CA - development roadmap
In 2003 In 2004 In 2005
oL CMP protocol definition | eOptimize performance | eXKMS
eNAREGI CA 10k certificates/h eFeedback / improve
development oLCMP Java API server operation

eStantiiabCA peialion 2 e ine IMtertace Tor

account management




